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1. Introduction

Predictive maintenance — the use of condition monitoring data and machine learning models to 
forecast equipment failures before they occur — is among the highest-value applications of Artificial 
Intelligence in manufacturing and process industry [1]. Large-scale industrial datasets, spanning multiple 
machines, sites, and operating regimes, are essential for training robust PdM models that generalise across 
the variability of real operational conditions. However, in practice, condition monitoring data is fragmented 
across facilities operated by competing organisations or across business units with strict data governance 
policies, rendering centralised model training infeasible without compromising data sovereignty.

Federated learning (FL), introduced by McMahan et al. in 2017, addresses this challenge by 
enabling collaborative model training across distributed clients (sites) without requiring raw data to leave 
the local facility: each client trains a local model update on its own data and transmits only the gradient or 
model parameter update to a central aggregation server, which combines updates into an improved global 
model [2]. FL has been demonstrated in healthcare, mobile applications, and smart grid settings, but its 
application to multi-site industrial PdM — where data heterogeneity (non-IID distributions), 
communication constraints, and strong privacy requirements coexist — requires specialised architectural 
adaptations [3].

This paper presents FedPdM, a federated learning framework designed for industrial IoT predictive 
maintenance in multi-site settings. The framework integrates three key innovations: adaptive client 
weighting in the FedAvg aggregation, Scaffold variance reduction for non-IID robustness, and differential 
privacy gradient perturbation. Evaluation on the widely-used CMAPSS turbofan benchmark and a real 12-
site industrial compressor dataset demonstrates that FedPdM achieves near-centralised RUL prediction 
accuracy while providing formal privacy guarantees and remaining within practical communication 
budgets.

2. Literature Review

The FedAvg algorithm [2] alternates between local gradient descent steps at each client and 
weighted averaging of model parameters at the server, achieving communication efficiency by reducing 
round trips relative to distributed SGD. Boobalan et al. [4] surveyed the fusion of federated learning and 
industrial IoT, documenting 47 application domains and identifying non-IID data distribution and 
heterogeneous client compute capacity as the two principal technical barriers to industrial deployment. Ahn 
et al. [5] applied FL to predictive maintenance with time-series IIoT data, demonstrating that federated 
models achieve predictive accuracy within 3% of centralised baselines across 12 heterogeneous 
manufacturing machines while maintaining data locality.

Non-identically distributed (non-IID) data across clients — arising from different machine types, 
operating profiles, and failure modes at each industrial site — causes FedAvg to diverge or converge to a 
suboptimal global model [6]. The Scaffold algorithm addresses client drift by introducing variance 
reduction control variates that correct the bias introduced by heterogeneous local updates, achieving 
convergence rates comparable to IID settings under mild assumptions. Differential privacy (DP) in 
federated learning, implemented by adding Gaussian noise to client gradient updates before transmission, 
provides (ε, δ)-DP guarantees that bound the information extractable about individual training samples 
from the shared model updates [3].

Existing FL-PdM studies have typically evaluated on single-domain benchmark datasets 
(CMAPSS, PHM08) under IID assumptions, without formal privacy analysis. The combination of non-IID 
robustness (Scaffold), adaptive weighting, and DP guarantees in a single framework evaluated on both 
benchmark and real multi-site industrial data has not been reported. FedPdM addresses this gap.
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Abstract
Predictive maintenance (PdM) in multi-site industrial settings requires training machine learning models on 
condition monitoring data that is distributed across facilities operated by competing organisations, making 
centralised data aggregation infeasible due to privacy, intellectual property, and regulatory constraints. 
Federated learning (FL) offers a paradigm-shift solution by enabling collaborative model training without 
raw data exchange: each site trains locally and shares only model gradient updates with a central 
aggregation server. This paper presents FedPdM, a federated learning architecture tailored for industrial 
IoT predictive maintenance, incorporating: (i) FedAvg-based global aggregation with adaptive client 
weighting proportional to local dataset quality; (ii) a non-IID robustness mechanism using Scaffold 
variance reduction to address heterogeneous failure mode distributions across sites; and (iii) differential 
privacy (DP) noise injection at the gradient level to provide formal ε-DP guarantees. FedPdM is evaluated 
on the CMAPSS turbofan engine degradation benchmark and a proprietary 12-site industrial compressor 
dataset, achieving Remaining Useful Life (RUL) prediction RMSE of 14.3 cycles (CMAPSS FD001 subset) 
— comparable to centralised baseline RMSE of 13.8 cycles — while providing (ε=2.1, δ=10⁻⁵) differential 
privacy at a communication overhead of 2.3 MB per round. Convergence is achieved in 38 rounds across 12 
heterogeneous clients, confirming practical viability for real industrial multi-site deployment.
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through variance reduction, confirming the mechanism’s value in real multi-fault-mode industrial settings 
[6].

Deployment of FedPdM in production industrial environments requires integration with existing 
SCADA and MES systems for data ingestion, and with IT security frameworks for gradient transmission 
authentication. The emerging FATE (Federated AI Technology Enabler) open-source platform provides a 
production-grade infrastructure compatible with the FedPdM aggregation protocol. Regulatory alignment 
with the EU AI Act (2024) — which classifies industrial PdM AI as limited-risk — and with GDPR Article 
25 (data protection by design) is supported by the DP guarantees and by the data minimisation achieved 
through local training [7].

6. Conclusions
FedPdM, a federated learning framework for privacy-preserving predictive maintenance in multi-

site industrial IoT networks, has been presented and evaluated. Key findings: (i) FedPdM achieves 
CMAPSS FD001 RUL prediction RMSE of 14.3 cycles (vs. 13.8 centralised), a 3.6% accuracy gap 
attributable to DP noise; (ii) Scaffold variance reduction enables convergence in 38 rounds for a 12-client 
non-IID configuration, 28% faster than vanilla FedAvg; (iii) (ε=2.1, δ=10⁻⁵)-DP guarantees are achieved 
within 2.3 MB/round communication budget; and (iv) real 12-site industrial compressor deployment 
confirms practical viability with 6.8-day MAE for failure horizon prediction. Future work will extend 
FedPdM to asynchronous client participation, personalised federated learning for site-specific model fine-
tuning, and adversarial robustness against gradient poisoning attacks.

3. Methodology

FedPdM implements a three-tier hierarchy: edge computing nodes at each client site run local 
model training; a site aggregation tier performs intra-site gradient compression; and a central FL server 
performs FedAvg-based global aggregation. Each client maintains a local LSTM-based RUL prediction 
model (2 layers, hidden dim 128, dropout 0.2) trained on its local vibration, temperature, and pressure time-
series data. Local training runs for E = 5 epochs per FL round using the Adam optimiser with learning rate 
1×10⁻³.

Client aggregation weights in FedAvg are set proportional to the estimated local data quality score 
Q_k = n_k × H_k, where n_k is local dataset size and H_k is a data quality index (0–1) derived from label 
completeness and sensor availability metrics at site k. Scaffold control variates c_k are maintained per 
client and updated after each local training phase, correcting the gradient direction to compensate for client-
specific distributional bias and reducing the inter-client gradient variance by 34–58% relative to vanilla 
FedAvg in heterogeneous conditions [6].

Gradient clipping (clip norm L2 = 1.0) followed by Gaussian noise addition (σ = 0.8) is applied to 
each client gradient update before transmission, implementing the DP-SGD mechanism. The Rényi 
differential privacy (RDP) accountant tracks privacy budget consumption across rounds, converting to (ε, 
δ)-DP via the moments accountant method. Gradient sparsification (top-k, k = 20% of parameters) and 8-bit 
quantisation reduce per-round communication volume from 11.4 MB (dense FP32) to 2.3 MB per client, 
enabling deployment over standard industrial 4G/LTE backhaul [4].

4. Results and Discussion

On the CMAPSS FD001 test subset (100 degradation trajectories, single fault mode), FedPdM 
achieves RUL prediction RMSE of 14.3 cycles and RMSE score of 312 (NASA scoring function weighting 
late predictions more severely). The centralised baseline achieves RMSE = 13.8 cycles. The performance 
gap of 0.5 cycles (3.6%) is attributable to the DP noise injection and the non-IID data splitting across 12 
simulated clients; Scaffold variance reduction recovers 71% of the accuracy lost relative to non-private 
FedAvg. On the more heterogeneous FD003 subset (multiple fault modes), FedPdM achieves RMSE = 19.7 
cycles vs. centralised RMSE = 18.9 cycles — a 4.2% gap — confirming robustness to multi-modal failure 
distributions.

On the proprietary 12-site industrial compressor dataset (bearing and seal degradation, 18-month 
operational records), FedPdM achieves mean absolute error (MAE) of 6.8 days for failure horizon 
prediction, compared to 6.1 days for the centralised model. Convergence is achieved in 38 FL rounds 
(approximately 76 minutes wall-clock time at 2-minute round cadence), with the Scaffold-enabled FedPdM 
converging 28% faster than vanilla FedAvg (53 rounds) in the non-IID client configuration. Privacy budget 
at convergence is ε = 2.1 with δ = 10⁻⁵, meeting the DP requirement specified by the industry consortium.

Total communication cost per client to convergence is 87.4 MB (38 rounds × 2.3 MB), achievable 
in approximately 12 minutes over a 1 Mbps uplink — within practical industrial 4G budgets. Local training 
compute per round requires 3.2 GPU-minutes on the NVIDIA Jetson Xavier NX (21 TOPS) edge unit at 
each client, confirming compatibility with edge computing hardware within current industrial deployments 
[4]. The privacy-utility-efficiency three-way trade-off analysis demonstrates that the FedPdM parameter 
configuration (σ = 0.8, k = 20%, E = 5) lies at the Pareto frontier for this problem class.

5. Discussion
The most significant challenge in the 12-site industrial deployment is the heterogeneity of failure 

mode distributions: four sites operate air-cooled compressors with predominant bearing failures, while the 
remaining eight operate water-cooled units with seal degradation as the primary failure mode. Without 
Scaffold, FedAvg converges to a model that performs adequately for the majority class (seal failures) but 
shows 23% higher MAE for bearing failure prediction. Scaffold reduces this class imbalance effect to 8% 
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